AIMUHUCTPALIUA
T'OPOJEHCKOTI'O CEJIBCOBETA
JIBI'OBCKOI'O PAMOHA

INOCTAHOBJIEHUE
ot 20 ¢eBpans 2024r. Ne 19

006 yrBepxkaenuu Ilosio:kenusi 00 ompeneeHUH Yrpo3 0e30MACHOCTH
MEePCOHAJBHBIX JAHHBIX NPH MX 00padoTke B MHPOPMALMOHHBIX CHCTEMax
NMEePCOHAJBHBIX [JAaHHBIX B AJAMUHHCTPauuu [0pomeHCKOro ceJibcoBera
JIbroBCcKOro pamona

B nensax nenonnenns @enepanbHoro 3akoHa Poceuniickon ®enepannu ot 27
uronst 2006 rogma No 152-03 «O mnepcoHaNbHBIX JAHHBIX»  AJIMUHHUCTpALIUS
I'oponenckoro cenbcoBera JIbrosckoro paiiona IlfocTanoBJ A € T:

1. VYrtBepauts Ilonoxkenne o0 omnpeaeneHuu yrpo3 0€30MaCHOCTH
NEPCOHANBHBIX JaHHBIX MpU HX 00paboTke B HMH(GOPMAIMOHHBIX CHUCTEMax
IIEPCOHAIBHBIX  JaHHBIX B  AJIMHHHUCTpanuud ['OPOJEHCKOTO  CEIbCOBETA
JIerosckoro paitona (IIpunoxenuel).

2. Hacrosimiee pacnopsikeHHe BCTYIIAeT B CUITy ¢ MOMEHTA €ro TOIMUCAHUS

3.Hactosimmee mocTaHoBiIeHHE OOHApOJOBaTh Ha HMHQPOPMAIIMOHHOM CTEHJE B
3AaHuU aiMUHUCTpau ['opoaeHckoro cenbcoBeTa JIbTOBCKOro paloHa.

4. KoHTpOJIb 32 UCTIOJTHEHUEM HACTOSIIET0 MOCTAHOBIIEHUS OCTABJISIO 3a
co00il.

I'naBa T'opoageHckoro ceabcoBera
JIbroeckoro paiiona B.M. CoTHukoBa



[IpunoxxeHne Kk TOCTaHOBJIECHUIO
r1aBbl AJMHHUCTPALUN
I'oponenckoro cenbcoBera
JIroBcKoro paitoHa

or 20.02.2024r. Ne 19

Honoxenue
00 onpeaesieHUN Yrpo3 0e301aCHOCTH NEePCOHAJBHBIX JAaHHBIX
Ipu uX 00padoTKe B HUHPOPMALMOHHBIX CHCTEMAX MEPCOHAIBbHBIX JAHHBIX B
Aamunucrpanuu I'opoaenckoro cenbcoBera JIbropekoro paiiona
Onpenesienus

B HacrosmeMm [OOKyMEHTE HCHIOJB3YKOTCA CIEAYIOIME TEPMUHBI U HX
OIIPEIEIICHHUS.

ABTOMATH3MPOBAHHAA CHCTEMa - CHUCTEMA, COCTOsIIAs M3 IIEpCOHANA U
KOMIUIEKCA CPEACTB  aBTOMATU3alMU  €ro  JAESATEIbHOCTH, pealn3yrolas
MH(GOPMAILIMOHHYIO TEXHOJIOTHIO BBIITOJIHEHUSI YCTAHOBICHHBIX (DYHKLUH.

AyTeHTH(pUKAUMA OTNPABUTEJNA [JAHHBIX - TOATBEPXKACHUE TOrO, 4YTO
OTIPABUTEND ITOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asBICHHOMY.

be3onacHOCTh NEPCOHAIBHBIX [JAaHHBIX - COCTOSHME 3allUIIEHHOCTH
NEPCOHANBHBIX JAHHBIX, XapaKTEpPU3yeMOE CIIOCOOHOCTHIO  IOJIb30BATENEH,
TEXHUYECKUX  CPEACTB M  HMH(POPMALMOHHBIX  TEXHOJOTHA  00ECHeuuTh
KOH(HIEHIIMATTBHOCTh, LEIOCTHOCTh U JIOCTYIHOCTh NMEPCOHANBHBIX AAHHBIX MPHU
ux 00paboTKe B UHPOPMALIMOHHBIX CUCTEMAX MEPCOHANBHBIX TAHHbIX.

buoMerpuyeckue mnepcoHajbHbIe [aHHbIE - CBEICHHS, KOTOpbIE
XapaKTEePU3yIOT (PU3UOJIOTHUECKHE OCOOEHHOCTH YE€JIOBEKAa U HA OCHOBE KOTOPBIX
MOKHO YCTaHOBUTbH €r0 JIMYHOCTh, BKJIOYass (oTorpaduu, OTHEYaTKU MAaJbIEB,
o0pa3 ceTyaTKHu TIJa3a, OCOOEHHOCTH CTPOEHHUS Tela U JPYrylo MOA0OHYIO
uHbOpMaITHIO.

BJiiokMpoBaHue NMepPCOHAJIBHBIX JAHHBIX - BPEMEHHOE MpeKpalieHue coopa,
CHUCTEMATU3aLNM, HAKOIIJICHHUs, NCII0JIb30BAaHMs, pACIIPOCTPAHEHHM S, IEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX IepeIayu.

Bupyc (koMnblOTepHbI, MPOrPaAaMMHBIN) - KCIOJHIEMBI NPOTrPaMMHBIN
KOJl WJIM HHTEPNPETUPYEMbId HAO0Op HWHCTPYKIMM, 00Jamaroniuii CBOWCTBaAMU
HECAHKLIIMOHUPOBAHHOTO PAaCIpOCTPAHEHUS U caMoBocIpou3BeacHusA. Co31aHHbIE
nyONMuKaThl KOMITBIOTEPHOTO BHpyCa HE BCEr/Ja COBIAJAIOT C OPUTMHAJIOM, HO
COXPAaHSIOT CIIOCOOHOCTB K JajbHEUIIEMY pacIpOCTPaHEHUIO U
CaMOBOCIIPOU3BEICHUIO.



Bpenonocnas  mporpamma - @mporpaMma, —[peJHa3HaYeHHas IS
OCYILIECTBJICHUSI HECAHKIIMOHHUPOBAHHOTO JOCTyma W (WJIM) BO3ACHCTBHUS Ha
NEPCOHANIBHBIE TAHHBIE WM PECYPChl HHPOPMAITMOHHON CHCTEMBI MIEPCOHATBHBIX
JTAHHBIX.

BcnomoraresqbHble TeXHHYECKHE CPEeACTBA M CHCTEMbI - TEXHUYECKUE
CPEIICTBA U CHUCTEMBI, HE MPEIHa3HAUYCHHbIE JI Iepefadyn, 00pabOTKU U XpaHEHHUS
NEPCOHANIBHBIX  JaHHBIX, YCTAHABJIMBAEMbIE COBMECTHO C TEXHUYECKUMU
CpelICTBAMH U CHUCTEMaMH, TMpeAHa3HAYECHHBIMHU I 0OpabOTKH MEePCOHAIbHBIX
JAHHBIX WM B TIOMEIIECHUSX, B KOTOPBIX YCTAaHOBJICHBbI HWH(MOPMAIMOHHBIC
CUCTEMBI MIEPCOHATIBbHBIX TAHHBIX.

JloCcTyll B ONEepaliiOHHYI0 Cpeay KOMNbITepa (MHGOPMALMOHHON CHCTEMbI
MEPCOHAJIBHBIX JAHHBIX) - MOJYYEHHE BO3MOXKHOCTU 3aIlyCKa Ha BBIIIOJIHEHHE
IITaTHBIX KOMaHJ, QYHKIMH, MpoLeyp ONEpalluOHHON CUCTEMBbI (YHUUTOKEHUS,
KOIMPOBAHUS, NEPEMEIICHUs] M T.I.), HCHOJHSAEMBbIX (aillioB MPUKIATHBIX
IpOrpamm.

Joctyn k wuHGoOpMamuM - BO3MOXHOCTh IOJy4Y€HUS HHPOpPMALMH U €€
UCITOJIb30BAHUSI.

3akJiaouHOe YCTPOMCTBO - 3JIEMEHT CPEACTBA CheMa MH(OPMAIH, CKPBITHO
BHEJIPSEMBIN (3aKajpiBa€Mblii WJIM BHOCHMBIM) B MECTa BO3MOXHOIO CheMa
uHpopmaruu (B TOM 4YHCIE€ B OTPaXKJICHHUE, KOHCTPYKIUIO, O0O0OpyAOBaHUE,
IIPEIMETHlI HHTEPhEPa, TPAHCIIOPTHBIE CPEJICTBA, a TAKKE B TEXHUYECKUE CPEACTBA
U cucTemMbl 00paboTku nHpopmalum). 3amuimaemas uapopmanus - “HGopMaius,
SBJISAIOLIASCSA TIPEIMETOM COOCTBEHHOCTH M MOJUIEXkKAallasl 3allluTe B COOTBETCTBUU
c TpeOOBaHUSIMU MPABOBBIX JJOKYMEHTOB UM TPEOOBAaHUSIMU, YCTAHABINBAEMbIMU
COOCTBEHHHKOM MH(MOpPMAIIHH.

Nnentudukanua - mnpucBoeHHe CyObeKTaM U OOBEKTaM  JIOCTyma
uaeHTUGuKaTtopa U (WJIM) CpPaBHEHUE MPEIBSABIAEMOrO HACHTUPHUKATOpA C
NIEPEYHEM MPUCBOEHHBIX UAEHTU(UKATOPOB.

NHpopMaTUBHBI CHUITHAJX - DJJEKTPUYECKHME CUTHANBL, AaKyCTUYECKHE,
AJIIEKTPOMATrHUTHBIE U Apyrue GU3NYECKUe MoJs, Mo mapaMmerpaM KOTOPBIX MOKET
ObITh packpbiTa KOH(pUACHIMANbHAS HWH(OpManus (MepCcOHANbHBIE JIAHHbIE)
oOpabaTtbeiBaemasi B UHPOPMAIMOHHON CUCTEME MEPCOHAIbHBIX JaHHBIX.

Nudopmanuonnas cucrema mnepcoHanbHbix gAaHHbix (MCIIAH) -
uHOpMAIlMOHHA ~ CHCTEMa,  MpEeACTaBIsAoOmas  coOOW  COBOKYMHOCTh
NEPCOHANBHBIX  JIaHHBIX, COJAEpXKaluxcs B  0a3e JaHHBIX, a Takxke
UHPOPMALIMOHHBIX ~ TEXHOJIOTMA M  TEXHUYECKUX CPEJCTB, IO3BOJSIOLINX
OCYIIECTBISITh OOpabOTKY TaKuX MEPCOHAIBHBIX JaHHBIX C MCIOIb30BAaHUEM
CPEICTB aBTOMAaTU3aLKUU WIH 0€3 UCTIOIb30BAaHUS TAKUX CPEJICTB.

NudopManuoHHble TEXHOJOTMH - TIPOIECCHl, METOJBI IIOMCKa, cbopa,
XpaHeHus, O0O0paOOTKH, NPENOCTaBIEHUS, PACIPOCTPAHEHUS HMHPOPMALUU U
CHOCOOBI OCYIIIECTBIIEHUS TAKUX MPOLIECCOB U METO/OB.

Hcnoab3oBaHue MNepCcOHAJBHBIX JaHHBIX - JielicTBUs  (omepanuu) C
MEPCOHAJIBHBIMU JTAHHBIMH, COBEpIIAEMbIE OINEPATOPOM B LEIAX IPUHATHUSA



pelIeHUil WM COBEPIICHUS] HHBIX JEUCTBUM, MOPOKAAIOUINX IOPUTUUYECKUE
MOCJICJICTBUASL B OTHOIICHWH CYOBEKTa TMEPCOHAIBHBIX JMAHHBIX WA NPYTUX JIUI]
7100 MHBIM 00pa30M 3aTparmBalONIUX MpaBa U CBOOOIBI CYOBEKTa MEPCOHATBHBIX
JAHHBIX WM IPYTUX JIUII.

HcTouHuk yrpo3sl 0e30macHOCTH HHPOPMAIMU - CYOBEKT JOCTYIIA,
MaTepUANTbHBIA OOBEKT WM (PU3MUECKOE SBJIICHHUE, SBISIFONINECS TPUIUMHON
BO3HUKHOBEHUS yTPO3bl 0€30MacCHOCTH WH(OPMALIUH.

Kontpoaupyemasi 30Ha - NpOCTPAHCTBO (TEPPUTOPUS, 3/1aHUE, YACTh 3/IAHMUS,
MOMEIICHHE), B KOTOPOM HCKJIIOYEHO HEKOHTPOJHUpPYEMOe MpeObIBaHUE
MOCTOPOHHUX JIMII, & TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaTepUATbHBIX
CPEICTB.

KonpuaeHunaabHOCTh TNEPCOHAJBHBIX [JaHHBIX - 00s3aTeNbHOE IS
COOJIIOJICHUsI OMEPAaTOPOM WM HMHBIM MOJYYUBIIMM JOCTYH K TEPCOHAIbHBIM
JAHHBIM JIMIIOM TpeOOBaHHWE HE JOMYCKaTh MX pacHpocTpaHeHue Oe3 coriacus
CyOBeKTa MepCOHATBHBIX TAHHBIX WM HAJTHMYHUS HHOTO 3aKOHHOTO OCHOBAHMSI.

Me:xceTeBOil 3KpPaH - JOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIBHO-
pacrpeieJieHHOe IporpaMMHOe (ITporpaMMHO-aNnmnapaTHOe) CPEACTBO (KOMILIEKC),
peanu3yroliee KOHTPOJIb 3a UHGOpMaluend, NocTynamueid B HHPOpMaIMOHHYIO
CUCTEMY TNE€PCOHAIBHBIX JAHHBIX U (WJIM) BBIXOJALIEH U3 HHQPOPMAIMOHHOMN
CHUCTEMBI.

Hapymurens 0e30macHOCTH NMEPCOHAJIBHBIX AAHHBIX - (U3UUECKOE JIMIIO,
CIIy4ailHO WJIM TpEHAMEPEHHO COBEPINAOIIEE JCUCTBUS, CICACTBHEM KOTOPBIX
SBJIIETCS] HapylIeHHe 0e30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe
TEXHUYECKUMU CpEACTBAaMHU B HWH(GOPMAIIMOHHBIX CHUCTEMaxX MepCOHATbHBIX
JTAHHBIX.

HeaBTromaTusupoBanHasi o0padoTKa MEPCOHAJBHBIX JAHHBIX - 00paboTKa
MEPCOHANIBHBIX  JTAHHBIX, COJAEpXKAIMXCI B  HWHPOPMAIIMOHHOW  CHUCTEME
MIEPCOHANILHBIX JAHHBIX JUOO W3BJIICUYCHHBIX M3 TAKOW CHCTEMBI, CUYUTACTCS
OCYUIECTBIIEHHOM 0e3 MCTIOJIb30BaHUS CpEIICTB aBTOMATHU3AINH
(HeaBTOMATH3WPOBAHHOM ), €CJTM TaKWe JEHCTBHUS C MIEPCOHATBHBIMU JTAHHBIMH, KaK
WCITOJIb30BAaHUE, YTOYHEHHE, PpaCIpOCTpaHEHUE, YHUYTOKEHUE IePCOHATBHBIX
JAHHBIX B OTHOIIEHWW KaXIOT0 W3 CYOBEKTOB TEPCOHAIBHBIX JaHHBIX,
OCYIIECTBISIOTCS TIPU HEMOCPEACTBEHHOM YYaCTHH YEJIOBEKA.

HeneksapupoBaHHble BO3MOKHOCTH - (DYHKIIMOHAJIBHBIE BO3MOXKHOCTH
CPEIICTB BBIYUCIIUTEILHON TEXHHWKH, HE OINMCAHHBIE WJIM HE COOTBETCTBYIOIIHE
OMMMCAHHBIM B JOKYMEHTAIIMH, TIPH MCIOJb30BAHUU KOTOPHIX BO3MOXKHO
HapylleHne  KOH(PHICHIMATIbHOCTH,  JOCTYMHOCTH WU  IEJIOCTHOCTH
oOpabatbiBaeMoi HH(MOpMAIUH.

HecaHKIIMOHUPOBaHHBIN J0CTYNl (HECAHKIMOHUPOBAHHbIE eWCTBUS) -
JTOCTYIl K WHGOPMAIMKA WM JEHCTBUS ¢ MH(POpMAIUEH, HapYIIAIOIINE MPaBHiIa
pasrpaHUYCHHS JOCTYyIa C UCITOJIB30BAHUEM IITATHBIX CPEACTB, IMPEIOCTABIIEMbIX
MH(OPMAIMOHHBIMUA CUCTEMaMHU MEPCOHAIBHBIX TaHHBIX.

Hocutenb ungopmanmu - Gpu3nueckoe JIMIO UM MaTepUaIbHbli OOBEKT, B TOM



yucie (puU3NYecKoe IMoje, B KOTOPOM HHGPOpMAIMs HAXOJUT CBOE OTPAKEHHE B
BUJIC CHUMBOJIOB, 00pa3oB, CHUTHAJOB, TEXHHUYECKHX pPEIICHUH U TMPOIIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3HMUECKIX BEIIUUYHUH.

O06e31MYUBaHUEe MEPCOHAJbHBIX JAHHBIX - JCHCTBUA, B PE3yJbTaTe KOTOPHIX
HEBO3MOXKHO OTPEENUTh MPUHAAIC)KHOCTh IEPCOHANBHBIX TaHHBIX KOHKPETHOMY
CYyOBEKTY MEePCOHANBHBIX JTaHHBIX.

O0pabdoTka NepCOHANBHBIX JAHHBIX - JICUCTBUA (ONEpalnu) C MePCOHATBLHBIMU
JAHHBIMH, BKJIOYas cOOp, CUCTEMAaTU3allUI0, HAKOIUIEHHWEe, XpaHEHUE, YTOUHEHUE
(oOHOBJIEHHE, W3MEHEHHUE), HCIOJIb30BAHKME, PACIHPOCTpaHEHUE (B TOM 4YHUCIE
nepeaady), oOe3IMYMBaHHE, OJIOKMPOBAHUE, YHUYTOKEHHE TNEPCOHAIBHBIX
JTAHHBIX.

OO0menocTynHble NMEPCOHANBbHBbIE IaHHbIE - MEPCOHAIBHBIC JAHHBIC, JTOCTYM
HEOTPAHUYEHHOTO Kpyra JMI] K KOTOPBIM MPEIOCTaBIICH C COTJIacus CyObeKTa
MEPCOHANILHBIX JTaHHBIX WM Ha KOTOPHIE B COOTBETCTBHH C (emepaabHBIMU
3aKOHAMH HE paclpocTpaHsieTca TpeOoBaHUe COONMIOACHUS KOH(UIECHIUATbHOCTH.

Omnepatop (mepcoHAJBLHBIX JAAaHHBIX) - TOCYAAapCTBEHHBIH  OpTaH,
MYHHIIUIIAJIBHBIA OpTaH, IOPUINYECKOe WU (PU3MUECKOE JINII0, OPTaHU3YIOIIee U
(M) ocyllecTBisIONIee OOpadOTKY TMEpPCOHANBHBIX JAHHBIX, a TaKXke
OTpEeIEIIAIONTUE LIETU U COIepKaHue 00paOOTKU MEPCOHATBHBIX TaHHBIX.

TexHuyeckue cpeacTBa HHMPOPMANMOHHOW CHCTEMBbI TEPCOHAJBHBIX
JAHHBIX - CPEJICTBA BBHIYUCIUTEILHON TEXHUKU, 6 KOMIIJIEKCHI U CETH, CPEACTBA U
CUCTEMBI Tiepemaud, mnpuema u obpabotku II[IH (cpeactBa U CUCTEMBI
3BYKO3aIlUCH, 3BYKOYCHUJICHHS, 3BYKOBOCIIPOU3BEACHHUS, NEPETOBOPHbIE U
TEJICBU3UOHHBIE  YCTPOMCTBA, CPEJACTBA  W3TOTOBJICHUS,  THUPAKUPOBAHUS
JIOKyMEHTOB U JPYTHE TEXHUYECKUE CPEJCTBA 00pabOTKMU peueBoi, rpaduuecKomu,
BUJICO- U OykBeHHO-IIMGPOBOW uWH(MOpPMAIUHU), TMPOrpaMMHBIE  CpEICTBa
(omepanroHHBIE CUCTEMBI, CHCTEMBI YITpaBJIeHUs 0a3aMu JaHHBIX U T.11.), CPEACTBA
3aIUTH HKHPOPMAIIMH, TPUMEHsIeMbIe B MH()OPMAITMOHHBIX CHCTEMaX.

IlepexBar (MHopManuM) - HENPABOMEPHOE TOJy4YeHHE HHGMOpMauu C
UCIIOJIb30BAaHUEM TEXHMUYECKOrO0 CPEACTBA, OCYIIECTBIAIONIETO OOHApy>KEHUE,
npueM 1 00paboTKy MHGOPMATUBHBIX CUTHAJIOB.

IlepconajbHbIe JaHHBIE - TI00ass HHYOPMAIIHSI, OTHOCSTIIASICS K ONPEACTICHHOMY
WIA OTpEeNeIIeMOMYy Ha OCHOBAaHWUM Takol WH(poOpManuu (U3HYECKOMY JIHILY
(cyOBeKTy mepCOHANBHBIX JAHHBIX), B TOM YHUCJE ero (pamuivs, uMs, OTYECTBO,
rojl, Mecdl, JaTra M MEeCTO pOXIEHHUs, aJpec, ceMeilHoe, COLHUalIbHOE,
UMYILECTBEHHOE TIOJIOKEHUE, oOpa3zoBaHue, mpodeccus, AOXOIbl, JApyras
uHbopmarus.

Io0ouHbIE 31IeKTPOMATHUTHBIE U3JIyYeHUs] U HABOAKH - DJICKTPOMATHUTHBIC
U3ITyYCHUs] TEXHUYECKHX CPEACTB 00paboTkM 3amminaeMord uHOOopmaiuu,
BO3HHUKAOIIKE KaK TOOOYHOE SIBJICHUE U BBI3BAHHBIC DJIEKTPUUESCKIUMH CUTHAJIAMH,
JNEUCTBYIOIIMMHA B MX DJJICKTPHYECKMX W MArHUTHBIX IIEMAX, a TakKe
AJIIEKTPOMArHUTHBIE HABOJKH O3THUX CHUTHAJIOB Ha TOKOMPOBOMSINNUE JIMHUM,
KOHCTPYKIIUU U 1IeNU MTUTaHUS.



HHoauTuka '"4ucToro croja' - KOMIUIEKC OPraHU3alMOHHBIX MEPONPHUATHH,
KOHTPOJIMPYIOIIMX OTCYTCTBUE 3alMChIBAaHUS HAa OyMa)XHbIE€ HOCHTENW KIIOYEH U
aTpuOyTOB JOCTYyIA (MTapoJieit) U XpaHEeHHUs! X BOIM3U OOBEKTOB JJOCTYTIA.

IHonb30BaTes b MHPOPMALMOHHON CHCTEMBbI NEPCOHAIBHBIX JaHHBIX - JIHILIO,
ydacTByloliee B (PyHKIIHOHUPOBAHUN WH(GOPMAIITMOHHON CHCTEMBI TEPCOHATBHBIX
JaHHBIX WM HUCHOJb3yIollee pe3yiabTaThl ee (yHKuuoHupoBaHus. I[Ipasuia
pasrpaHUyYEHUs] JOCTYINa - COBOKYNHOCTh IpPaBWJ, PErNIAMEHTHPYIOLIUX IpaBa
JIOCTyIa CyObEKTOB JIOCTYMA K 00BEKTaM JJOCTYIIA.

IIporpammHasi 3akjajgkKa - KOJ MOpPOrpamMMbl, MPEIHAMEPEHHO BHECEHHBIM B
porpamMmy C LEJbI0 OCYIECTBUTh YTEUKY, U3MEHUTD, OJIOKUPOBATH, YHUYTOKHUTH
UHOOPMAIUIO WM YHUUTOXHUTh U MOJIUDUIIMPOBATH MPOrpaMMHOE oOeclieueHue
WHOOPMAITMOHHONW CHCTEMBbl TMEPCOHATIBHBIX JAHHBIX M (WiK) OJOKUPOBAThH
anrapaTHbIE CPEACTBA.

IIporpammHoe (mporpaMmmMHoO-MaTeMaTH4YeCKoe) BO3JelicTBHE -
HECAaHKIIMOHUPOBAHHOE  BO3JIEUCTBHE HA  PECYypChl  aBTOMAaTU3HPOBAHHOMN
MH()OPMAIIMOHHOW CHUCTEMBI, OCYIIECTBIIIEMOE C UCIOJIb30BAHUEM BPEIOHOCHBIX
Iporpamm.

PackpbiTHe NEPCOHAJBHBIX JAHHBIX - YMBIIUICHHOE WIH CIIy4yailHOe
HapylIeHue KOH(UIEHINATbHOCTH EPCOHANBHBIX TAHHBIX.

PacnpocTpaHeHne nepcOHAJbHBIX JAHHBIX - JEHCTBUS, HAaIlpaBJICHHbIE Ha
nepegadyy IEepCOHAJbHBIX [JIaHHBIX OINpPEIEJIEHHOMY Kpyry Jmi (repenaya
MEPCOHAIBHBIX [IAaHHBIX) WJIM Ha O3HAKOMJICHHE C MEPCOHAIBHBIMU JaHHBIMU
HEOTrPaHUYEHHOIO0 Kpyra JHI, B TOM 4YHCJIE€ OOHApOJOBAaHUE IEPCOHATBHBIX
JaHHBIX B CpEACTBaX MAaccoBOM mHGopMaluu, pa3MmelleHne B MH(OPMALUOHHO
TEJIEKOMMYHUKAIITMOHHBIX CETAX WJIHM MPEJOCTaBICHUE JOCTYIA K MEPCOHAIbHBIM
JTAHHBIM KaKHUM-JINOO UHBIM CITIOCOOOM.

Pecypc uHpOpMALMOHHOM CHCTEMbI - UMECHOBAHHBIN 3JIEMEHT CHUCTEMHOTO,
MIPUKJIATHOTO WU anrapaTHOro oOecrieueHus (yHKIMOHUPOBAHUS
MH()OPMAIIMOHHOW CUCTEMBI.

CrnenuajbHble KATErOPUM NMEPCOHAIBbHBIX JAHHBIX - [IEPCOHAIBHBIC JTAHHBIE,
Kacaroliecss pacoBOil, HAUMOHAIBHOW  NPUHAMJIECKHOCTH, MOJUTHUYECKHUX
B3TJISII0B, PEITUTHO3HBIX WM (PUIIOCOPCKUX YOEkKIEHUM, COCTOSTHUS 3I0POBbS U
WHTUMHOM >KM3HU CyOBbEKTa MepCOHANbHBIX TAHHbIX.

CpencrBa BBIYUCIUTEIbHOM TEXHHUKH - COBOKYIMHOCTh NIPOTPaMMHBIX U
TEXHUYECKUX  DJIEMEHTOB  CHCTeM  OOpa0OTKM  JTaHHBIX,  CIOCOOHBIX
(YHKIIMOHUPOBATh CAMOCTOSITEILHO WIIM B COCTAaBE JPYTUX CHUCTEM.

Cy0obekT pocryna (cy0ObeKT) - JMUO WJIM MPOLECC, ACHCTBHUS KOTOPOTO
pErIaMEHTUPYIOTCS MPABUJIaMU pa3rpaHUUYEHHUs 10CTYIIA.

TexHuuyeckuil KaHajJd YTe4KHM MHPOPMANUM - COBOKYNHOCTb HOCHTEIIS
uHpopmaruu  (cpeactBa 00pabOTKH), (U3UUECKOW Cpeabl pacrpoCTpaHEHUs
WH()OPMATUBHOTO CHUTHAjJda W CPEACTB, KOTOPbIMU J0ObIBaeTCA 3aluiiaemMas
nHpopmarusi.

TpancrpannyHas mepegaya NEpPCOHANBHBIX JaHHBIX -  Iepefada



MEPCOHAIBHBIX JAHHBIX OMNEpaTopoM uepe3 ['0CynapCTBEHHYHO TpaHUIlY
Poccniickon ~ ®denepanmu  Oprady  BIACTH  MHOCTPAHHOTO  TOCYyAapCTBa,
buznyecKOMy WM IOPUINYECKOMY JIUIy HHOCTPAHHOTO FOCYAapCTBa.

Yrpo3bl 0e30aCHOCTH NMEPCOHAJIBHBIX JAHHBIX - COBOKYIHOCTb YCIOBUH U
(akTOpoB, CO3JAIOIIMX OMNACHOCTh HECAHKIIMOHHMPOBAHHOTO, B TOM YHUCIE
CIIy4alHOTO, JOCTyNa K IEPCOHAIBHBIM JAHHBIM, PE3YyJIbTATOM KOTOPOIO MOXKET
CTaThb YHHUUYTOXEHUE, N3MEHEHHE, OJIOKUPOBAaHNE, KOMMPOBAaHUE, PACTIPOCTPAHEHHE
MEPCOHAIBHBIX JAHHBIX, a TAK)KE UHBIX HECAHKIIMOHUPOBAHHBIX JECUCTBUN MPU UX
00paboTke B MHGOPMAIIMOHHON CUCTEME NIEPCOHATBHBIX JaHHBIX.

YHHUUYTOKEHHE NMEePCOHATBHBIX JAHHBIX - JCHCTBUS, B PE3YyJIbTATE KOTOPBIX
HEBO3MOYKHO  BOCCTAHOBUTH  COJICP)KAHME  IIEPCOHANBHBIX  JaHHBIX B
MH(POPMAILIMOHHON CHUCTEME IMEPCOHAIbHBIX JIAHHBIX WM B PE3yJIbTaTe€ KOTOPBIX
YHUUTOXAKOTCS MATEpUATIbHbIE HOCUTEN ITIEPCOHAJIBHBIX TAHHBIX.

Yreuka (GammmaemMon) HHEPOpPMAUUMHM [0 TEXHHYECKHMM KaHaJIaM -
HEKOHTPOJIMPYEMOE PACIPOCTPAHEHHE WH(OPMALUMU OT HOCHUTEINA 3allUIaeMOi
uHpopMauu  4Yepe3  (PUIMYECKYI0 Cpeay 10 TEXHHYECKOro  CpEICTBa,
OCYUIECTBJISIOLIErO epexBaT HHPOPMALIUH.

Ya3BuUMOCTD - c1a00CTh B CPEACTBaX 3alIUThl, KOTOPYIO MOXHO HCHOJb30BATh
JUTSL HApYIIEHUs] CUCTEMBI MJTM COZIep Kallleics B Hell HH(POpPMALIHUH.

HesocTtHOoCTh MHpOpPMANUM - CHOCOOHOCTh CPEACTBA  BBIYHCIUTEIHHOU
TEXHUKH WM aBTOMAaTHU3UPOBAHHOM CHUCTEMBbI oOOecneurnBaTh HEU3MEHHOCTb
uHGOpMaAllMU B YCIOBUSAX CIIy4alHOTO W/WIKM MpPEeIHAMEPEHHOIO HCKaKEHUS
(pa3py1ieHus).

O0o03Ha4eHNsI U COKpPAIIICHUS:
ABC - aHTUBUpPYCHBIE CPEICTBA
APM - aBTOMaTU3UpOBaHHOE paboyee MEeCTO
BTCC - BcrioMorarenbHble TEXHUYECKHAE CPEICTBA U CUCTEMBI
UCIAH - unpopmamoHHas cUcTeMa MePCOHATbHBIX IAHHBIX
K3 - konTponupyemas 30Ha
JIBC - nokanbHasi BBIYUCIUTEIbHAS CETh
MD3 - MexceTeBOM IKpaH
HC/ - HeCaHKIMOHUPOBAHHBIN JOCTYM
OC - onepanionHas cucrema
II/IH - nepcoHabHbIE TaHHBIE
IIMB - nporpaMMHO-MaTEMATUYECKOE BO3/ICHUCTBUE
ITO - mporpammHOe oOecTieueHHe
IIOMMUH - no6oYHBIC PIEKTPOMATHUTHBIE U3TYUYEHUS U HABOJKU
CA3 - cucrema aHanm3a 3alUIIEHHOCTH
C3MU - cpenctBa 3anuThl HHGOpMAITUN
C3I1/IH - cucrema (rmoacucTeMa) 3allUThl IEPCOHATBHBIX JaHHBIX
COB - cuctema 0OHapy>KE€HUS BTOPKEHUI
TKY UM - TexHuueckre KaHajabl yTeUKd HHQOpPMaAILIUU
YBIIH - yrpo3bl 6€30MacHOCTH NEPCOHATBHBIX JAHHBIX



Kanaccupukanus Hapymureaen

[To mpuznaky npunamnexHoctn k WCIIJIH Bce Hapymurenu OensiTCs Ha ABE
TPYIIIBL:

- BHewHue Hapywumeny - QU3NYECKHE JHIA, HE UMEIOLIUE MpaBa NpeObIBaHNs Ha
TEPPUTOPUHM KOHTPOJIMPYEMOM 30HBI, B IpeAcnax KOTOPOM pa3MelaeTcs
ob6opynoanue NUCII/IH;

- HympeHHUue Hapywumenu - GU3NYecKue JIMiia, UMEIOUIUe MpaBo MpeObIBaHUs Ha
TEPPUTOPUM KOHTPOJMPYEMOM 30HBI, B TpeAenax KOTOPOM pa3MenaeTcs
o6opynoBanue UCII/H.

BHemrHu# HApYLIUTEIb

B kauecTBe BHEUIHEr0 HapymuTens HHPOpPMALIMOHHOW 0€30MacHOCTH,
paccMaTpuBaeTCs HapyLIUTENb, KOTOPBI HE UMEET HEMOCPEACTBEHHOTO JOCTYIA K
TEXHUYECKUM CpPEICTBAM M pecypcaM CHUCTEMBI, HAXOIALIMMCS B IIpeenax
KOHTPOJIUPYEMOU 30HBI.

[Ipennosaraercsi, 4T0O BHEIIHWM HAPYILIUTENb HE MOKET BO3/ICMCTBOBATh Ha
3aIMIIAEMYI0 MH(POpPMALMIO MO TEXHUYECKMM KaHalaM YTEUKH, TaK Kak o0beM
uHpopmanuu, xpaHumoi u  oOpabareiBaemorr B MCII[H, sBusercs
HEJIOCTATOYHBIM JUII BO3MOXXHOM MOTHMBALIMM BHEIIHETO HApPYIIUTENS K
OCYUIECTBJIEHUIO JEHCTBUI, HAITPaBICHHBIX YTEUKY MH(DOPMALIMU IO TEXHUYECKUM
KaHainaM yTeuku. [Ipeamosaraercs, 4YTO BHEIIHUN HAPYLIUTENIb MOYET
BO3/ICIICTBOBATH Ha 3alMIIAEMYI0 HH()OPMALIKIO TOJIBKO BO BpeMsi €€ NepejauH 1o
KaHajaM CBS3U.

BHyTpeHHMU HAPYILIMTE/Ib

B03MOXHOCTH BHYTPEHHETO HapYLIMTENS CYLIECTBEHHBIM 00pa3oM 3aBUCAT OT
JIEUCTBYIOIIUX B TMpeEJeiaX KOHTPOJIUPYEMOM 30HBI OTPAHUYUTEIBHBIX (PAKTOPOB,
U3 KOTOPBIX OCHOBHBIM SIBJISIETCS pPEaNIM3alys KOMIUIEKCA OpPraHW3alMOHHO-
TEXHUUYECKUX Mep, B TOM YHCIE MO MOJA00pY, PACCTAHOBKE U OOECICUCHHIO
BBICOKON Mpo(hecCHOHANBHOM MOATOTOBKUA KaJApOB, JOMYCKY (U3MUECKUX JIUI]
BHYTPb KOHTPOJIMPYEMOW 30HBI M KOHTPOJIIO 32 MOPSAKOM MpPOBEAEHUs padoT,
HaIlpaBJICHHBIX HA MPEIOTBPAIICHHE M IPECEYEHNUE HECAHKIIMOHUPOBAHHOTO
JOCTyTaA.

Cuctema pasrpannuenus noctyna UCII[Ix obecnieunBaeT pasrpaHUueHUE MPaB
MOJIB30BATENIE Ha JOCTYyN K MH(GOPMAIIMOHHBIM, MPOTPAMMHBIM, aNMapaTHBIM H
apyrum  pecypcam HCIIJIH B COOTBETCTBHMM C NPUHATON MOJUTHUKON
uHdopmarmonHoii  6e3omacHoctu. K BHYTpEHHUM  HApYIIUTENISIM  MOTYT
OTHOCHUTBCS:

- anmunuctpatopsl UCII/IH (kateropus I);

- aIMUHUCTPATOPHI KOHKPETHBIX mojcucteM uiu 6a3 ganHbsix UCIIIx (kareropus
1);

- nosib3oBarenu UCIT/u (kareropus III);

- TI0JIb30BATENH, SIBIIAIOIIMECS BHEIIHUMHU MO OTHOWIEHUI0 K KOHKpeTHOu AC
(xareropus IV);



- Juua, o0Jajarlire BO3MOXKHOCTBIO JOCTyNa K CHUCTEME Nepelayd JTaHHbBIX
(xareropus V);

- COTPYIHMKH PAlOHHOIO COBETA, WMEIOIIME CAHKIWOHWPOBAHHBIA JOCTYNI B
CITy>)KEOHBIX ILIETISX B MOMEIICHHS, B KOTOpPBIX pasmematorcs sinementsl UCII/IH,
HO HE UMEIOIIME ITpaBa JocTyna K HuM (kateropus VI);

- 00CITyKMBAIOIIUH MTEPCOHAT PAOHHOTO COBeTa (OXpaHa, paOOTHUKY MHKCHEPHO
TEXHUYECKUX CIyKO U T.1.) (kateropus VII);

- YIIOJIHOMOYEHHBIN niepcoHan pazpadorurkoB MUCIIJH, KOTOpbIi HA JOTOBOPHOI
OCHOBE HMeEET TPaBO Ha TEXHUYECKOE OOCITY>KMBaHHE W MOJUPHUKALHUIO
komrioHeHToB MCIT/In (kateropus VIII).

Ha mun xareropuit I m Il BO3mokeHBI 3aJauyd 1O aJIMUHUCTPUPOBAHUIO
IporpaMMHO-amnmaparHbix cpeacts u 6a3 ganubix MCII[H nis uHTErpauuu u
o0ecrieueHnsT B3aUMOJICHCTBUSL PA3IUYHBIX MOJCHCTEM, BXOJAIIUMX B COCTaB
NCIIJH. AIMHUHUCTPATOPBl MOTEHIHAIBHO MOTYT pPEanu30BbIBaTh yrpossl Ub,
WCIIONB3Ysl BO3MOXKHOCTH IIO HEMOCPEACTBEHHOMY JOCTYIy K 3allMIIaeMOu
uH(popmanuu, oopadareiBaemoit U xpanumoi B MUCII/IH, a Takxke K TEXHUYECKUM
u nporpamMubIM cpeactBaMm MCII/IH, BKiro4ast cpeacTsa 3aliuThl, UCIIOIb3YEMbIE
B KOHKpeTHbIX AC, B COOTBETCTBHM C YCTaHOBJICHHBIMHU [UJII  HHUX
aJIMUHUCTPATUBHBIMU MTOJTHOMOYHSIMHU.

OTH JMOa XOpoulo 3HAKOMBI C OCHOBHBIMH QJITOPUTMaMH, IPOTOKOJIAMM,
peaiu3yeMbIMM M HCTHOJB3YEMbIMU B KOHKpeTHBIX mojacucteMax u WCII/IH B
LIEJIOM, a TaK)Ke C MPUMEHSAEMBbIMU MTPUHIIMIIAMU U KOHIETIUAMU 0€30IacHOCTH.

[Ipennonaraercs, dYTO OHM MOIJIM Obl  MCIOJIB30BATh  CTAaHAAPTHOE
o0opynoBaHue JauO0 Il UASHTU(DUKAIUU YS3BUMOCTEH, JIMOO IS peau3aiuu
yrpo3 Ub. JlanHoe 060py10BaHHE MOXKET OBITh KaK YaCThIO IITATHBIX CPE/ICTB, TaK
U MOXET OTHOCUTBCA K JIETKO TIOJlydaeMOMYy (Hampumep, IpOrpaMMHOE
obOecrieueHue, MoJIy4eHHOE U3 O0IIEAOCTYIMHBIX BHEIIIHUX UCTOYHUKOB).

Kpome Toro, mnpenmomaraercs, 4YTO O3TH JIMLIA MOTJIM OBl pacmoyiaraTh
CHEeUaIN3UPOBAHHBIM 000PYIOBAHUEM.

K nmunam kareropwii I u Il BBuay nx uckimounrensnoit posm B UCII/IH nomxen
NPUMEHSATHCA KOMIUIEKC OCOOBIX OpPraHU3allMOHHO-PEKUMHBIX MeEp MO HX
noa0opy, MPUHATUIO HAa pabOTy, HA3HAYEHUIO Ha JIOJDKHOCTh U KOHTPOIIIO
BBITIOJIHEHUS (PYHKIIMOHAJIBHBIX 00S3aHHOCTEH.

[Ipenmnonaraercs, yto B uncio aul kareropuii I u Il 6yayT BKimouaThCcst TOJIBKO
JOBEPEHHBIE JIMLIA M II03TOMY YKa3aHHbIE JIMLIA MCKJIIOYAKOTCd U3 4YHCIIa
BEPOSITHBIX HAPYLIUTENEH.

[Ipennomaraerca, uro smna kareropud III-VIII oTHOCATCS K BEPOSTHBIM
HapyLIUTESAM.

[Ipeanonaraercsi, 4TO BO3MOXHOCTh CrOBOpa BHYTPEHHUX HapylIUTEIEH
MaJIOBEPOSATHA BBUAY MPHUHATHIX OPraHU3allMOHHBIX U KOHTPOJIUPYIOIIUX MEP.

[Ipenmnonoxennst 06 UMEIOMIEHCS Y HAPYIIUTENST HHPOPMAITUH
00 00BEKTax peanu3aluu yrpos3



B xadyecTBe OCHOBHBIX YpOBHEH 3HaHUi HapymuTenaehd 00 AC MOKHO BBIIEIUTh
ClIeyIOIIKE:
- o6mras naopmarus - nHGOPMAITMK O HA3HAYCHUS U OOIINX XapaKTePUCTUKAX
NCTIH;

- OKCIUlyaTallMoHHass  uHpopManuss - uHGOpManusa, TOJy4YeHHas U3
DKCIUTYaTallMOHHOW TOKYMEHTALNH;
- YyBCTBUTENbHASA uH(popManus - uH(popmarus, JOTOJIHSOIIAS

sKcIUTyaTaniionnyto  uHpopmanuo o0 UWCII[An (Hanpumep, cBeleHUS U3
npoekTHoi JokymenTanuu UCITH).

B yacTHOCTH, HAPYIIUTETH MOKET UMETh:
- JJaHHbIE 00 OpraHu3aluu pabOoThl, CTPYKTYpPE M HCHOJIb3YEMbIX TEXHUYECKHUX,
MPOTrPaMMHBIX U MTPOrpaMMHO-TeXHHYeCcKux cpeactBax UCIIH;
- cBeneHust o0 wuHpopmanuoHHbix pecypcax MCIIJIH: mopsimok u mpaBuia
CO3/IaHUs, XpaHEHHs U Tepenadyd HUHQPOpMaIlMU, CTPYKTypa U CBOWCTBa
MH(POPMAITMOHHBIX TOTOKOB;
- Ja"HHble 00 VYSA3BUMOCTSX, BKJIOUas JaHHbIE O HEJOKYMEHTUPOBAHHBIX
(HeAEKJIapUPOBAHHBIX)  BO3MOXKHOCTSIX ~ TEXHHUYECKUX, MPOTPAaMMHBIX U
nporpaMMHoO-TexHuueckux cpeacts UCII/H;
- JaHHble 0 peanu3oBaHHbIX B [IC3W mpuHIMIIAX W alropuTMax; - HCXOJHBIC
TeKCThI mporpammuoro odecrneuenust MCIIIH;
- CBEJICHUS O BO3MOYKHBIX KaHaJIaxX peajin3alnu yrpos;
- ”HGOPMAITHIO O CIIOC00aX peanr3aluy yrpos.

[Ipennonaraercs, uro ymna kareropuu Il u kareropum IV BiajgerT TOJIBKO
IKCIUTyaTallMOHHONW WH(pOpMaIeil, 4To 00ecrneYnBaeTCs OpraHU3aIMOHHBIMU
mepamu. Ilpu s3tom smna kareropum [V He BiIagerOT  MApPOJIBHOM,
ayTeHTUQUIUpYIOImed W KItoueBod uHbopmarmelt, ucnoiaszyemoit B AUC, k
KOTOPBIM OHHM HE UMEIOT CAHKIIMOHUPOBAHHOIO JIOCTYyTIA.

[Ipeanonaraercsa, 4To JauLAa KaTeropud V BIAICIOT B TOM WM HWHOW 4YacTH
YyBCTBUTEIBHOM M OKCIUTyaTallMOHHOW wuWH(GOpManuel o cucreme mnepenadu
uHpopmanuu u obwel umHopmanuenn 06 ANC, ucnonb3yromux 3Ty CUCTEMY
nepenayu uHGoOpMaIMu, 4To 00eCIeUBACTCS OpPraHU3allMOHHBIMU Mepamu. [Ipu
ATOM JIMIla Karteropur V HE BIAJCIOT NapOJIbHOW M ayTeHTUPUIUpyromen
uHpopmanuen, ucnoaszyemoi B AUC.

[Ipennomaraercs, uro nuua kareropuu VI m nmuua kareropun VII mo ypoBHIO
3HAHUU HE MPEBOCXOIAT JIMIA KATETOPUU V.

[Ipennonaraercs, uyro nauma kareropuu VIII oOmamaioT dYyBCTBUTETBHOU
unpopmarueit 00 UCII/Ia u pynkmuonansno opuentupoBanabix AVC, Brimrovas
uHpopmaruio 00 ysI3BUMOCTIX TEXHMYECKHX U mporpaMmmubix cpeactB MCIT/IH.
Opranu3alMOHHBIMU MEPAMH MPEAIIOIAraeTCsl UCKIIOYUTD TOCTYII JIULl KaTerOpUU
VIII k Texunueckum u nporpaMmubiM cpencteam UCIT{H B MOMeHT 00paboTKH ¢
MCIIOJIb30BAaHUEM ATUX CPEACTB 3aluIIaeMoil HH(popMaluu.

Takum o6pazoMm, Haunbonee uHPpopmupoBaHHbIMU 00 AUC sBustoTcs auna
kareropud III u nuna kareropun VIII.



Crenenb MH()OPMUPOBAHHOCTH HAPYIIUTENSI 3aBUCUT OT MHOTHX (DaKTOpOB,
BKJIIOYAs pEaIN30BaHHBIE B aJMHUHUCTPAIlMM KOHKPETHBIE OpPraHU3allMOHHbIC
Mepbl M KOMIIETEHIMIO Hapymutenend. [loaTomy OOBEKTMBHO OIEHUTH O0BEM
3HAHUW BEPOSTHOTO HAPYLIUTENS B OOIIEM CIydae MPaKTUYECKH HEBO3MOKHO.

B CBsI3M C U3J0KEHHBIM, C LIEJBIO CO3/IaHUS OIPEICIICHHOTO 3aIaca MPOYHOCTH
MIPEAINOoJaraeTcs, 4To BEpPOSTHBIC HAPYIIUTENW oOJagaroT Bceil mHbopmarued,
HEOOXOMMMOW JUIsi TOATOTOBKM W peaju3allid  yIrpo3, 3a HCKIIOYCHUEM
uHdopMaIuu, JOCTYIl K KOTOPOM CO CTOPOHBI HAPYIIUTENS MCKIIOYACTCS
cucteMoit 3anuthl uHpopManuu. K Takoit mHbopmaiuu, Hanmpumep, OTHOCHUTCS
napojibHas, ayTeHTUPUIUPYIONIAs U KJIIoueBasi HH(opMaIus.

[Ipeanonoskenust 00 UMEIOIIUXCS Y HAPYIIUTENS CPEJICTBAX peasu3alliu YIpo3
[Ipenmnonaraercs, 4TO HAPYIIUTEIb UMEET:

- animapartHbie komnoHeHThl C3I1/Jn u C® C3I1/1H;

- JIOCTyIIHbIE B CBOOOJHOM Mpojake TEXHUYECKUE CPEJCTBA U MPOrPAMMHOE
oOecIrieueHue;

- CHOeluadbHO pa3pabOTaHHBIE TEXHUYECKHE CPEICTBA M MPOrpPaMMHOE
oOecrieyeHue.

BHyTpeHHUI HApYyIIHUTEIb MOKET UCIOJIB30BATh IITATHBIE CPEACTBA.

CocTtaB UMEIOIIUXCS y HapyLIUTENsd CPEACTB, KOTOPHIE OH MOXET
WCMOJIb30BaTh i1 peanu3auuu yrpo3 Kb, a Takke BO3MOXKHOCTH MO HX
MPUMEHEHHUIO 3aBUCAT OT MHOTUX (AKTOpPOB, BKJIIOYAs peaM30BaHHBIC Ha
00BEKTaxX aIMUHUCTPAIIMM KOHKPETHBIE OPraHU3allMOHHBIE MEpbI, (PUHAHCOBBIC
BO3MO>XHOCTH ¥ KOMIIETCHIIMIO HAPYILIUTEIEH.

[TopToMy OOBEKTHBHO OILIEHUTHh COCTaB HMMEIOIIMXCS y HAPYIIUTENS CPEACTB
peanu3anuy yrpo3 B OOIIEM cliydyae MpaKTUYECKH HEBO3MOXXHO. [losTomy, mis
co3nanust ycronuuBor C3IIJ[H mpenmonaraercs, 4TO BEPOATHBIM HAPYUIUTEIb
MMEET BCE€ HEOOXOAMMBIE ISl pean3alud Yrpo3 CpEeICTBa, BO3MOXKHOCTHU
KOTOPBIX HE MPEBOCXOJIAT BO3MOKHOCTH aHAJIOTUYHBIX CPEJICTB PeaU3alllK yTpo3
Ha HMHQPOPMALIMIO, COACPXKAIIYI0 CBEICHHUS, COCTABIISIIOLUIUE TOCYJAPCTBEHHYIO
TallHy, W TEXHUYECKHE M TPOrpaMMHBIE CpeICTBa, OOpadaTHIBAIOIIME ITY
uH(pOpMaIHIO.

Bwmecte ¢ TeM npeamnonaraeTcs, 4To HapyUIMTeNIb HE UMEET:

- CPEJIICTB MepexBaTa B TEXHUUECKUX KaHAJIaX yTCUKH;

- CpEICTB BO3ACHCTBUS Uepe3 CUTHAIbHBIC I1enu (MHPOPMAIMOHHBIE W
ynpasisttotiiue uaTepdeiicet CBT);

- CpEICTB BO3ACHCTBHUS HAa HMCTOYHUKUM M Yepe3 LEeNU MHUTaHUS, - CPEACTB
BO3JICHCTBUS Yepe3 1ENU 3a3€MIICHHUS;

- CpEACTB AaKTHUBHOIO BO3JICUCTBUSI HAa TEXHUYECKUE CpeICTBa (CpeacTB
O0TydYeHHUs).

[Ipenmnonaraercs, 4To HauOOJIEe COBEPIICHHBIMU CPEACTBAMHU pealli3allii yIpo3
obnanaroT ymia kareropu 111 u nuna kareropuun VIII.

VYTpo3bl yTeukn HHPOPMALIUK 110 TEXHUYECKUM KaHajiam



Yeposwr ymeuku axycmuueckoii (peuegoti) ungopmayuu

Bo3HUKHOBEHHE YTrpo3 YyTEUKH aKyCTHYeCKOW (pedeBoil) wuHbOpMaIium,
CoJiep Kalllelicsl HEMOCPEACTBEHHO B MPOU3HOCUMOM peun nonb3oBatens UCIIH,
npu obpadotke I1/In B UCIIJIH, BO3MOXHO mpu Hanu4uu (YHKIUH TOJIOCOBOTO
Beojga II/In B UCII[AH wnm ¢yskumii BocnpousBenenusa IIJIH akycTuueckumu
cpeactBamu MCIIJIH.

B UCII[Jn cenbckoro mocenenus (yHKIUU rojocoBoro BBoja I[IJIn wmum
¢yskmun BocrpousBeaeHus [I/[H akycTHyeckuMu CpeacTBaMH OTCYTCTBYIOT.
BeposaTHOCTB peanu3anuy yrpo3bl - MAJIOBEPOSITHA.

VYrpo3bl yTeukH BUI0BOM HH(DOpMaLIUU

Peanuzanus yrpo3pl yTeukd BHJOBOH HMH(POpPMAIMM BO3MOXHA 3a CYET
npocMoTpa HMH(POpPMAUU C T[OMOIIBIO ONTHYECKUX (ONTUKO-3JIEKTPOHHBIX)
CPEIACTB C OJKpPaHOB JHCIUIEEB M JPYIMX CpPEACTB OTOOPa)KEHUS CpEICTB
BBIYMCIIUTENIHON TEXHUKH, HWH(POPMALMOHHO-BBIYUCIUTENBHBIX KOMILJIEKCOB,
TEXHUYECKUX CPEeACTB 00pabOTKH rpaduueckoil, BUAEO- U OyKBEHHO-IU(POBOI
uH(popmaiuu, Bxoaaumx B coctaB UCII/IH.

B yupexneHum BBEAEH KOHTPOJIb JOCTyHa B KOHTPOJHMPYEMYIO 30HY, APM
IIOJIB30BATENIEN PACIIOJNIOKEHBl TAaK, YTO MPAKTUYECKH HCKIIOYEH BU3YAJIBHBIN
JOCTYH K MOHATOPaM, @ Ha OKHAX YCTAHOBJICHBI KaIIO3H.

BeposaTHoCTh peasin3anny yrpo3sl - MAJIOBEPOSATHA.
Veposvl ymeuku ungopmayuu no xananram IHOMUH

Yrpo3sl yreuku uHbopmaliuu o kanany [I9MUWH, Bo3MOXHBI N3-3a HATUYHUS
Mapa3UTHBIX AJIEKTPOMArHUTHBIX U3NTydeHul y snemeHToB UCIT/IH.

YTIpo3bl JaHHOIO KJIacCa MaJIOBEPOSITHBI, T.K. pa3Mep KOHTPOJIUPYEMOM 30HBI
oonpmioi, u osnmemeHTbl WCII[H »KpaHUPYIOTCS HECKOJBKHUMH HECYIIUMH
CTEHaMH, M MAapa3suTHBIA CUTHAJI MACKUPYETCd CO MHOYKECTBOM JIPYTUX
MAapa3UTHBIX CUTHAJIOB 3JIEMEHTOB, He BXoasmux B UCIT/IH.

Veposvl necankyuonuposannoz2o docmyna x uHgopmayuu

Peanuzamus yrpoz HCJ k uHboOpmanumm MOXXKET NPUBOIUTH K CIEIYHOLIUM
BUJIaM HapyILlIEHUs ee 0€30MaCHOCTH:

- HapyweHuro  KOH(QUIECHUMAIBHOCTH  (KONMUPOBAHHE,  HEMPABOMEPHOE
pacrpocTpaHeHue);

- HApYIICHUIO IIEJIOCTHOCTH (YHUUTOXKEHUE, U3MEHEHHUE);

- HapYLIEHUIO TOCTYMHOCTH (OJIOKUPOBAHUE).

Yrpo3bl yHUUTOKeHUS, XuieHns annapaTHbix cpeacts UCIIn HocuTesiei
uHpopmannu nyrem ¢pusnueckoro nocryna k nemenram UCIIIn

Kpaowca [I19BM
Yrpo3a ocymectBusercs nyreM HCJI BHEmIHMMM W BHYTPEHHUMU
HApPYLIUTEJISIMUA B TOMEIIEHUS, T pacnoioxeHbl 3neMeHTsl UCII/IH.
B yupexneHun BBeIEH KOHTPOJIb JOCTYIIA B KOHTPOJHMPYEMYIO 30HY, IBEpU
3aKpbIBAXOTCS HA 3aMOK.



BeposaTHOCTh peain3alinu yrpo3bl - MAIOBEPOSTHA.
Kpaoica nocumeneii unghopmayuu

VYrpo3a ocymectBiasiercs nyreM HCJ[ BHemHUMH ¥ BHYTPEHHUMH

HAPYIIUTEISAMU K HOCUTEISIM HH(POPMAIIHH.
B cenbckoM coBeTe BBEIEH KOHTPOJIb JOCTyNa B KOHTPOJUPYEMYIO 30HY,
JIBEPH 3aKpBIBAIOTCS HAa 3aMOK, BEJIETCS yU€T U XpaHEHHE HOCUTENIEH B ceilde.
BeposTHOCTB peann3anny yrpo3sl - MAJIOBEPOSATHA.
Kpaoica knoueti u ampubymoes oocmyna

VYrpo3za ocymectBiusercs nyreM HCJ[ BHEmIHMMH W BHYTPEHHHMH
HApYILIUTEISIMU B IOMEIICHHUS], TI€ MPOUCXOIUT padoTa MoIb30BaTeeH.

B cenbckoM coBeTe BBEIEH KOHTPOIIb IOCTYIIa B KOHTPOJIUPYEMYIO 30HY, IBEPU
3aKpBIBAIOTCS HA 3aMOK, OPTaHM30BAaHO XpaHEHHE KIIOUel B ceilde M BBeIcHA
MOJUTHUKA "yucToro crona'.

BeposaTHoCTh peasin3anny yrpo3sl - MAJIOBEPOSATHA.

Kpaowcu, mooupuxayuu, ynuumooicenus ungopmayuu

VYrpoza ocymectBisgercas myrem HCJ[ BHemHMMHM W BHYTPEHHUMH
HapyILIMTEISIMU B MIOMEIIEHUS, Tae pacnonoxensl dsemenTel UCIIIH u cpencrsa
3aIMTHI, & TaK K€ MPOUCXOAUT padoTa MOJIb30BATENECH.

B cenbCkoM coBeTe BBEIEH KOHTPOJIb JOCTYIIa B KOHTPOJIUPYEMYIO 30HY, IBEPH
3aKPBIBAIOTCS HA 3aMOK.

BeposTHOCTB peanu3anuu yrpo3bl - MAJIOBEPOSITHA.

Bv1600 u3 cmpos y3noe [19BM, kananos ceazu

VYrpo3za ocymectBusiercs nyreM HCJ[ BHemHUMH ©W = BHYTPEHHUMH
HapylLIHUTEISIMU B IOMENIEHUs, T1e pacnosnoxensl anemenTsl UCITIH u npoxoast
KaHaJIbl CBSI3H.

B cenbCckoM coBeTe BBEIEH KOHTPOJb JOCTYIIA B KOHTPOJIHUPYEMYIO 30HY, ABEpU
3aKpBIBAIOTCS HA 3aMOK, YCTAHOBJIEHBI PEIICTKM HA IEPBBIX OTAXKaX 3JaHUS.
BepoATHOCTh peain3aluy yrpo3bl - MAJIOBEPOSATHA.

Hecanxyuonuposannoe omkaouenue cpedcms 3aujumol

Yrpoza ocymectBisiercs nyrem HCJI BHemHMUMM W BHYTPEHHUMH
HapyILIMTENSIMU B IOMEIIEHUS, T1I€ PacoiokeHsl cpeactsa 3amutbl UCIIH.

B cenbckoM coBeTe BBEIEH KOHTPOJb JOCTYIA B KOHTPOJIHUPYEMYIO 30HY, ABEpU
3aKpBIBAIOTCS Ha 3aMOK, nojib3oBatenu MCITJIH mpouHCTpYKTUPOBaHBI O paboTe ¢
IT/1H.

BeposTHOCTh peanuzanuu yrpo3bl - MaJIOBEPOSITHA.

Yrpo3bl  XMIIEHUS], HECAHKUMOHMPOBAHHOM MOAU(PUKAUMM WU
0J1I0KMpOBaHUS HH(popMaIMHU 32 CYET HECAHKUMOHMPOBAHHOIO 0CTYyIA
(HCI) ¢ npuMeHeHrnEeM NMPOTrPaMMHO-ANMNAPATHBIX U MPOrPAMMHBIX CPeICTB
(B TOM 4yHcJ/Ie IPOrPAMMHO-MATEeMATHYECKUX BO3ACCTBHUI)

eticmsus 8pe00OHOCHBIX NPOSPAMM (8UPYCOB)
[IporpaMMHO-MaTeMaTHYECKOE BO3ACHCTBHE - ITO BO3ACUCTBHE C TOMOIIBIO



BPEJOHOCHBIX  mporpamm.  [lporpamMmmMoil ¢  NOTEHIMAIbHO  OINACHBIMU
MOCJIEACTBUSIMU WUJIM BPEIOHOCHON MPOrpaMMoil (BUPYCOM) Ha3bIBAIOT HEKOTOPYIO
CaMOCTOATENbHYI0 TIporpamMmy (HabOp HMHCTPYKIWH), KOTOpas CIOcOoOHa
BBITIOJTHATH JIF000€ HEMYCTOE TIOJIMHOKECTBO CIICTYFOITNX (DYHKITHIA:

- CKpBIBATh MPU3HAKKU CBOETO MPUCYTCTBUS B IPOTPAMMHOM Cpejie KOMIBIOTEPA;

- o0yagaTh CHOCOOHOCTBIO K CaMOAYOJIMPOBAHMIO, ACCOIMHPOBAHUIO CceOsl C
JPYTUMHU TIpOrpaMMaMu U (W) TIEPEHOCY CBOMX (DparMEeHTOB B MHBIC 00JIaCTH
ONEpPAaTUBHOM WJIM BHEIIHEW MaMmsATH; - pa3pyliarh (MCKaXaTh MPOU3BOJIbHBIM
o0pa3oM) KOJ1 MpOorpaMM B ONIEPATUBHOM MaMSITH;

- BBINIOJIHATH 0€3 MHUIIMUPOBAHMS CO CTOPOHBI MOJIb30BaTENs (I0JIH30BATEIBCKON
IporpaMmMbl B INTATHOM PEXKHUME €€ BBITIOJHEHUS) JAECTPYKTUBHBIC (PYHKIIUU
(KOmMpOBaHMSI, YHUUTOXKEHHUS, OJIOKUPOBAHUS U T.I1.);

- COXpaHATh ¢parMeHThl WHGOPMAIMM M3 ONEPATUBHOM MAMITH B HEKOTOPBIX
00JIacTSIX BHEIIHEN MaMSTH OPSIMOTO JOCTYTA (JJOKAJIbHBIX WM Y/IaJICHHbIX);

- HUCKaXaThb TMPOU3BOJIHBIM 00pa3oM, OJOKHpoBaTh U (WJIU) MOIMEHSTh
BBIBOJIUMBIA BO BHEIIHIOW TaMATh WM B KaHAJ CBS3UM MAacCUB HMH(pOpMAIUH,
0o0pa3oBaBIIMICS B pe3yJbTare padOThl NPUKIATHBIX MpPOrpamMM, WU YKe
HaXOJISIIINECS BO BHEIIHEH TaMITH MACCUBBI JAHHBIX.

B censckom coBete Ha Bcex aneMeHTax MCII/IH ycTaHOBIIEHA aHTUBHpYCHAs
3allMTa, BBEJACHA IMOJUTUKA OTPAHUYECHHOTO HCIOJB30BaHUA MPOTpamMM,
MOJIb30BATENIM MPOUHCTPYKTUPOBAHBI O Mepax MpPeJOoTBpAIlEHUs BHUPYCHOTO
3apayKeHHUSI.

BeposaTHoCcTh peain3alnnuu yrpo3bl - HU3Kasl.

Heoexnapuposanuvie sozmosrcnocmu cucmemnoeo 110 u I10
07151 06paboOmMKU NePCOHANIbHBIX OAHHBIX

HenexnapupoBanHbie BO3MOXXHOCTH - (DYHKIIMOHAJIBHBIE BO3MOKHOCTH CPEACTB
BBIYUCIUTEILHON TEXHUKU, HE OMMCAHHbBIC WJIM HE COOTBETCTBYIOIINE OMTMCAHHBIM
B JIOKYMEHTAIlM{, TMPHU HCMOJb30BAHUM KOTOPHIX BO3MOXKHO HapylIEHUE
KOH(PUIECHIUAIBHOCTH, JOCTYMHOCTH WJM IEJOCTHOCTH  oOpabaThiBaeMoOM
uH(popManuu.

B cenbckoM coBeTe HET MNPOrpaMMHOIO OOECleueHMs, pa3padaThbIBae€MOro
COOCTBEHHBIMH Pa3pabOTUYNKAMU/CTOPOHHUMH CTICITUATTUCTAMH.

BeposiTHOCTE peasin3aniuu yrpo3bl - MAJIOBEPOSITHA.

Yemanoska 110 ne céa3anno20 ¢ uchoineHuem ciyxiceOHbix 00sa3anHocmel

Yrpo3a OCYyHIECTBISETCS IyT€M HECAHKUMOHUPOBAHHOW ycTtaHoBKM I1O
BHYTPEHHHMHU  HapyLIUTENsMH, YTO MOXET TMPUBECTH K  HAPYIICHUIO
KOH(HUICHIIMATBHOCTH, 1EIOCTHOCTH W nocTymHoctd Bcert WCII[Im wim ee
AJIEMEHTOB.

B cenbckom coBeTe BBEACHO pa3rpaHUUYEHUE MpaBaMU MOJIb30BaTENEld Ha
YCTaHOBKY I1O u OCYIIIECTRIISIETCS KOHTPOJIb, MOJIb30BATENH
MPOMHCTPYKTHUPOBAHBI O MOJUTUKE ycTaHOBKH [10.

BeposiTHOCTB peanu3aiuu yrpo3bl - MaJIOBEPOSITHA.
Yrpo3sl He npeJHAMEPEHHbIX JAEHMCTBHH MOJb30BaTe/Je M HAPYLICHUU



oesonmacHocT pynxkumonuposanuss UCII/In u C3II/In B ee cocraBe m3-3a
c00eB B NMPOrpaMMHOM O0ecClie4eHHH, a TaKKe OT YIrpo3 HEaAHTPOIOTeHHOIO0
(cooeB anmaparypbl u3-3a HEHA/IEKHOCTH 3JICMEHTOB, cooeB
JIEKTPONMUTAHMSA) U CTUXMHHOIO (YIapoB MOJIHMH, M0KAPOB, HABOJHEHUU U
T.I.) XapaKrepa

Ympama xmoueti u ampubymos docmyna

VYrpo3a ocymecTBIseTCsl 3a CYeT JCHCTBUS  UEJIOBEUECKOTO  (pakTopa
nonb3oBareneit UCII/IH, koTopble HapyILIAIOT MOJO0KEHUS NapOJIbHON MOJIUTHKE B
YacTH WX CO3/1aHud (CO3/AI0T JIETKKE WM MyCThle MapoJid, HE MEHSIOT MapoiH IO
UCTEYCHUM CpOKAa WX JKU3HU WIM KOMIIPOMETAllMM M T.I.) U XpaHCHHs
(3amuChIBAlOT Tapojid Ha OyMakHbIe HOCUTENH, MEpPeJaroT KIIOYM JOCTyma
TPETHUM JIMIIAM U T.I1.) WK HE OCBEJOMJIICHBI O HUX.

B cenbckoM coBeTe BBeIEHA MapoJibHAsl MOJWUTHUKA, NPeaycMaTpHUBaroIIas
TpeOyeMYIO CIOKHOCTh MMAPOJIsl U NEPUOJUUYECKYIO €r0 CMEHY, BBEJICHA MOJIUTHKA
"qucroro crojna”, OCyHIECTBISIETCS KOHTPOJIb 3a UX BBIIOJHEHUEM, ITOJIb30BATEIN
IPOUHCTPYKTUPOBAHBI O MAPOJBHON MOJUTUKE U O JEHUCTBUAX B CIy4YasX yTPaThbl
VI KOMIIPOMETALMH TTAPOJIEH.

BeposaTHoCTh peain3anny yrpo3sl - HU3Kasl.

Henpeonamepennas mooughuxayus (yHuumooicenue) ungpopmayuu compyoHuKamu

VYrpoza ocymecTBisercs 3a CHET JEHCTBHUS  YeJIOBEYEeCKOoro (Qakropa
nonb3oBateneit MCII/IH, kOoTOpble HapyLIalOT MOJOXKEHUS MNPUHATHIX MPaBUII
pabotel ¢ UCII/Ix mim He OCBEIOMIICHBI O HUX.

B cenbckoM coBeTe ocylIecTBIsSETCS pe3epBHOE KOMPOBaHUE 00pabaThIBaEMBbIX
[1/11, monp30BaTeny NpOUHCTPYKTUPOBaHbI 0 pabote ¢ UCII/IH.

BeposTHOCTB peanu3anuu yrpo3bl - MAJIOBEPOSITHA.

Henpeonamepennoe omxnouenue cpeocme 3aujumol

VYrpo3za ocyuiecTBisieTcss 3a CYET JCHCTBUS  4YENOBEYECKOTro  (pakTopa
nonb3oBarenet MCII/IH, kOTOpble HaApyLIAlOT IOJOKEHUS HPHUHATHIX ITPaBUII
paboTtsl ¢ UCII/IH 1 cpeacTBamMu 3aliUThl UM HE OCBEIOMJICHBI O HUX.

B cenbckoM coBeTe BBEIEH KOHTPOJb JIOCTyIIa B KOHTPOJIUPYEMYIO 30HY, IBEPH
3aKpBIBAIOTCS HA 3aMOK, OCYLIECTBIIAETCS pa3rpaHUYEHUE JOCTyNa K HACTPOWKaM
PEXKUMOB CPEICTB 3alIUTHI, IMOJH30BATENN MNPOUHCTPYKTUPOBAHBI O paboTe C
NCII/n.

BeposTHOCTB peanu3anuu yrpo3bl - MAJIOBEPOSITHA.

Buvixoo uz cmpos annapamno-npoepammHvix cpedcma

Yrpo3a 0CylIECTBISECTCS BCIEACTBUE HECOBEPIICHCTBA ANIAPATHOIPOTrPAMMHBIX
CPEACTB, M3-32 KOTOPBIX MOJKET IPOMCXOJWTH HAPYLIEHUE LEJIOCTHOCTH U
JOCTYMHOCTH 3alIUIaeMON HH(OPMALINH.

B cenbCkOM cOBETE OCYLIECTBIIIET PE3EPBUPOBAHUE KIIIOYEBBIX DJIEMEHTOB
NCII/n.

BeposTHOCTh peain3ainy yrpo3sl - MAJIOBEPOSATHA.

Cootui cucmembl 271eKMPOCHAOIHCEHUSL
Yrposa OCYILIECTBIISIETCS BCIICJICTBHE HECOBEPIIECHCTBA CUCTEMBI



AIIEKTPOCHAOKEHHUS, U3-3a YEro MOXKET MPOMCXOJUTh HAPYIICHHE IETOCTHOCTH U
JIOCTYITHOCTH 3alllAIaeMON HH(POpMAIUH.

B ceabckoM coBere ko BceM kimroueBbIM aieMeHTaM WCII[IH momkiroueHbl
UCTOYHUKH  OecrepeOOMHOr0 TMHWTAaHWsS W/WIA  OCYIIECTBISIET PE3epPBHOE
KOMKUPOBaHUE UH(OpMaLIHH.

BeposiTHOCTB peasin3aniuu yrpo3sl - MAJIOBEPOSTHA.

Cmuxutinoe 6edcmeue

Yrpoza ocymiecTBisieTCsl  BCIEIACTBUE  HECOONIOACHHS MEp  TOKapHOM
0€30IacCHOCTH.

B cenbCckOM coOBeTe yCTAaHOBJIEHA TNOXKapHAasi CUTHAIM3ALMSA, I0JIb30BaTEIN
MPOUHCTPYKTUPOBAHBI O JEHUCTBUSIX B ClIyda€ BO3HUKHOBEHHUSI BHEIITATHBIX
CUTYyaLUH.

BepoaTHoCTh peain3aluy yrpo3bl - MAJIOBEPOSATHA.

Yrpo3sl npegHaMepeHHbIX AeiiCTBMI BHYTPEHHUX HAPYLUIMTe e
Llocmyn k ungopmayuu, moougurayus, yHuumodxiceHue Iuyamu,
He 0ONnyWeHHbIMU K ee 0Opabomke

¥Yrpo3a ocymectBiserca nyreM HCJl BHEITHUX HapylIUTENEN B IIOMEIIECHUS, T1I€
pacrnionoxensl dnemMeHTsl MCII[IH u cpencrtBa 3amuThl, @ Tak K€ IMPOUCXOIUT
paboTa moJib30BaTeNeH.

B cenpCkoM cOBETE BBEIEH KOHTPOJIb IOCTYNA B KOHTPOJIUPYEMYIO 30HY, ABEPU
3aKpBIBAKOTCS HA 3aMOK.

BeposTHOCTB peanu3anuu yrpo3bl - MAJIOBEPOSITHA.

Paszenawenue unghopmayuu, moouguxayus, ynuumoosicenue
COMPYOHUKAMU OONYUIEHHbIMU K ee 00pabomie

VYrpo3za ocymecTBisercs 3a CcueT JCHCTBUS — 4YenoBeueckoro (paxropa
nonb3oBarenet MCIIIH, KOTOpbhle HapylIalOT MOJIOKEHUS O HepasrIalleHUun
oOpabaTteiBaeMoil HHGOPMAIIUU UM HE OCBEIOMJICHBI O HUX.

B cenbckoM coBeTe MOJIb30BATENM OCBEAOMIIEHBI O TOpAJKE pPabOThl C
NEPCOHANbHBIMU JaHHBIMHM, a TaK jke mnojnucainu J[oroBop o HepasrialieHuu.
BeposiTHOCTH peanu3aiuu yrpo3bl - MaJIOBEPOSITHA.

Yepo3wl necankyuonuposanno2o docmyna no KaHaIam Ces3u

B cootBerctBuM ¢ "TunoBoil Mojenbl0 yrpo3 0O€30MaCHOCTH MEPCOHATBHBIX
JaHHBIX, 00pabaTeiBaeMbiX B pacnpeaeneHabix UCIH, nMerommx noakitoueHmue
K CeTsIM OOIIero MoJiIb30BaHUA U (WJIM) MEXIYHApOAHOIO HH(POPMAIIMOHHOTO
oomena" (m. 6.6 bazoBoit Mozenu yrpo3 0€30MaCHOCTH TEPCOHATBHBIX JTaHHBIX
npu ux o0paboTke B HMHPOPMAIIMOHHBIX CHCTEMaxX TMEPCOHAIBHBIX JaHHBIX,
yTBepkaeHHon 3amectutenem aupektopa @CTIK Poccun 15 despans 2008 r.),
aisi UCIIIH MOXKHO paccMarpuBaTh CIEAYIOUIUME YIPO3bl, peaIu3yeMble C
MCITI0JIb30BAaHUEM MTPOTOKOJIOB MEKCETEBOTO B3aUMOJICHCTBUS:

- yrpo3a "Ananu3s cereBoro Tpaduka" ¢ nepexsatom nepenaBaemoit uz UCII/Ixn u
NPUHUMAEMOI 13 BHEUTHUX ceTei nHPOopMaluu;
- yIpo3bl CKaHWPOBAHWS, HANPABJICHHBIE Ha BBISBICHUE THUIA WIM THUIIOB



UCIIOJIb3YEMbIX OINEPAlMOHHBIX CHUCTEM, CETEBbIX aJpecoB pabouux CTaHIUH
NCII/IH, TONOJOrNK CETH, OTKPBITBIX MOPTOB U CIYKO, OTKPBHITHIX COEAUHEHUN U
Ap-;
- yIrpo3bl BBISBICHUSI TApPOJIE MO CETH; - Yrpo3bl HAaBSI3BIBAHUE JIOKHOTO
MapuipyTa ceTH;
- YIpo3bl MOAMEHBI IOBEPEHHOTO O0BEKTAa B CETH; - YIPO3bl BHEAPCHUS JIOKHOTO
oobekTa kak B UCII/IH, Tak 1 BO BHEIIHHUX CETSAX;
- yrpo3sl Tumna "OTkaz B OOCHY>KMBaHHMH'; - YIrpo3bl YAAJIEHHOTO 3alycka
TIPUIIOKEHUM;
- YIPO3bl BHEAPEHUS 110 CETU BPEIOHOCHBIX IMPOTPAMM.

Vepoza "Ananus cemesozo mpaghuxa"

OTa yrpo3a peanusyercss ¢ MOMOUIbIO CIIEIHAIbHON MpOrpaMMblaHaIn3aTopa
naketoB (sniffer), mepexBarbIBaroIIell BCE MAKETHI, MEpeaaBaeMble MO CETMEHTY
CETH, W BBIICISIONICH Cpedu HUX T€, B KOTOPBIX MEpeatoTcs HACHTU(DUKATOP
MOJIb30BATEIIS M €r0 MapoJib. B Xoae peanu3annu yrpo3bl HApYIIUTENb:

- uzyyvaet joruky padotel UCII/IH - TO ecTb CTpeMHTCS MOJYYUTh OJTHO3HAYHOE
COOTBETCTBHE COOBITHH, MPOUCXOASNIUX B CHUCTEME, M KOMaH/, MEPEChLIAEMBbIX
IIpU 3TOM XOCTaMH, B MOMEHT MOSIBJICHUS JaHHBIX COObITHH. B manbHeleM 310
MO3BOJISICT 3JIOYMBIIUJIEHHUKY Ha OCHOBE 3aJaHHsl COOTBETCTBYIOIIMX KOMAHJ
MOJY4YUTh, HAIPUMEpP, MPUBUICTUPOBAHHBIC MpPaBa Ha JICUCTBUA B CUCTEME WIIU
paclIMpUTh CBOU IMOJTHOMOYHS B HEW;

- TIepeXBaThIBACT TOTOK TEPENABAEMBIX JIaHHBIX, KOTOPHIMH OOMEHUBAIOTCS
KOMIIOHEHThl ~ CETEBOM  ONEpAallMOHHOM  CHCTEMBbI,  JJii  HW3BJICYEHUS
KOH(DUICHIIMATBHON WM WJASHTU(UKAITMOHHOW HH(pOpManuu  (Hampumep,
CTATUYECKUX IMapoJie MOJb30BaTeNel Il JIOCTyNa K YJIaJE€HHBIM XOCTaM IO
nporokoiam FTP u TELNET, He npemycmarpuBaronux Iu(ppOBaHHE), €€
MOAMEHBI, MOAU(UKAIIUN U T.II.

Ilepexeam 6 npedenax KOHMPOAUPYEMOU 30HbL GHEUWHUMU HADYUUMETAMU

B cenbckoM coBeTE BBEEH KOHTPOJIb JAOCTYNAa B KOHTPOJIUPYEMYIO 30HY, ABEPU
3aKpBIBAIOTCS HA 3aMOK.

BeposiTHOCTB peanuzanuu yrpo3bl - MAJIOBEPOSITHA.

Yepoza "ckanuposanue cemu”

CymHoCTh mpoliecca peanu3aluy yrpo3bl 3aKI04YaeTcsl B Nepefadye 3ampocoB
ceTeBbIM ciyk6am xoctoB UCII/IH u ananuze oTBeToB OT HUX. Llenb - BeIsiBIIeHUE
WCIIOJIb3YEMBIX TPOTOKOJIOB, JOCTYIMHBIX TOPTOB CETEBBIX CIYXO, 3aKOHOB
dbopmupoBaHUs UACHTH(PUKATOPOB COCTUHEHHM, OMPEICIICHIE aKTUBHBIX CETEBBIX
CEPBUCOB, MOA00P WACHTH(PUKATOPOB U MAPOJICH MOJIH30BATEIICH.

BeposTHOCTh peain3aluu yrpo3bl - MAJIOBEPOSITHA.

Yeposa evisisnenus naponeii

[ens peanuzanmum yrpos3sl cocrout B noigydeHurn HCJ[ mytem mnpeomoneHus
MApOJBbHON 3AIUTHI. 3JIOYMBIIIJICHHUK MOYET PEATU30BbIBATH YIPO3Yy C MOMOIIIBIO
LEJI0r0 psA/la METO/IOB, TAKUX KaK MPOCTOil mepedop, mepedop ¢ MUCHOIb30BAHUEM
CIIEHUAJIBHBIX CJIOBApEH, YCTAaHOBKAa BPEAOHOCHOW IPOTpaMMbl ISl MepexBaTa



napoJisi, nmogmMeHa noBepeHHoro oowekta cetu (IP-spoofing) u mepexBar makeToB
(sniffing). B ocHOBHOM il peanm3aiiuu yrpo3bl MCHOJB3YIOTCS CICIUaIbHBIC
NpOrpaMMbl,  KOTOPBIE  MBITAIOTCA  MOJYYUTh  JIOCTYIl ~ XOCTYy  IyTeM
MOCJeA0BaTEIBLHOTO Mo00pa naposeil. B ciaydae ycnexa, 3710yMBIIIUIECHHUK MOKET
co3aaTh s ce0s "mpoxon" A OyayIiero JocTymna, KOTOphIi OyIeT AeCTBOBATS,
JTaXKe €CJIA Ha XOCTE U3MEHUTh NapoJib TOCTYMA.
BeposTHOCTB peanu3anuu yrpo3bl - MaJIOBEpPOSITHA.
Yeposwl nasazvieanue 10xxcH020 Mapwpyma cemu

Jlannass yrpo3a peanu3yercs OJHMM W3 JIByX CIIOCOOOB:  IyTeM
BHYTPUCETMEHTHOTO  WJIM  MEXCETMEHTHOTO  HaBs3bIBaHHUS. B03MOXHOCTH
HaBSI3bIBAHUS JIOXKHOTO MapuipyTa OOyCJIOBIIEHa HEIOCTaTKaMH, MPUCYIIUMU
QIrOpUTMaM MapHIpyTU3alUKd (B YACTHOCTH H3-3a MPOOJIEMbI HIECHTU(DUKAIIUU
CETEBBIX YIPABISIOIIMX YCTPOMCTB), B pE3yJbTaTe€ YEro MOYKHO IONACTh,
HafpuMep, Ha XOCT WIM B CE€Th 3JIOYMBIIUICHHUWKA, TJ€ MOXHO BOWTH B
ONEpPallMOHHYIO0 cpeay TexHuueckoro cpeactsa B coctaBe MCII/IH. Peanuzamuum
yIpO3bl OCHOBBIBAETCS HA HECAHKIMOHUPOBAHHOM HCIOJIb30BAHUHM MPOTOKOJIOB
mapuipyTtuzauuud (RIP, OSPF, LSP) u ynpasnenus cereto (ICMP, SNMP) nns
BHECEHUS M3MEHEHHI B MapIIpyTHO-aJpecHbie Tabmuubl. [Ipu 3TOM HapymmTento
HEO0OXOAMMO IMOCIaTh OT HMEHU CETEBOI0 YIPABJISIOLIEr0 YCTPOUCTBA (HApUMED,
MapuIpyTH3aTopa) yrnpanJisitolee COOOIeHHE.

BeposTHOCTh peain3aluuu yrpo3bl - MAJIOBEPOSITHA.

Vepo3zvl noomenwvl dosepernnoco obvekma

Takast yrpo3a 3¢(HeKTUBHO peaqn3yeTcsi B CUCTeMaX, B KOTOPBIX MPUMEHSIOTCS
HECTOMKWE  aJIrOpPUTMbl  UACHTU(GUKAIMK W ayTEHTU(UKAIMU  XOCTOB,
nosib3oBatesied u T.1. [log JOBEepeHHBIM OOBEKTOM IMOHUMAETCS OOBEKT CETH
(KOMIIBIOTEp, MEXKCETeBOM  DKpaH, MapIIpyTu3aTtop MW T.1.), JIETaJbHO
MOJKJIFOYECHHBIN K CEPBEPY.

MoryT OBITh BBIJICJICHBI JIB€ PA3HOBUIHOCTHU Mpollecca pealnu3alui yKa3aHHOU
YIPO3bI: C YCTAHOBJIECHUEM U 0€3 YCTaHOBJIEHUSI BUPTYAIbHOTO COEIMHEHMUS.

[Ipouecc peanuzanuu ¢ yCTAaHOBJICHHEM BHUPTYaJIbHOIO COEIMHEHHS] COCTOMT B
MPUCBOCHUHU TMpPaB JOBEPEHHOI0 CyOBEKTa B3aUMOJEUCTBHS, YTO IMO3BOJSET
HApYILIUTEN0 BECTH CEaHC paboThl ¢ OOBEKTOM CETH OT UMEHHU JIOBEPEHHOIO
cyObekta. Peanmuszanusi yrposbl JaHHOTO TUIA TpPeOyeT MPEOJIOJNICHHS] CUCTEMBI
uaeHTUGUKAINY U ayTeHTUUKAIUK cooOImeHnii (Hampumep, ataka rsh-cimyxOb
UNIX-xocTa).

[Ipomiecc peanuzaru yrpo3sl 0€3 YCTAaHOBJICHHUS BHUPTYaJIbHOTO COCIWHCHUS
MOKET UMETh MECTO B CETAX, OCYIICCTBIISIONTUX UICHTU(UKAIUIO TIepeTaBAEMBbIX
COOOIICHHI TOJILKO TIO CETEBOMY ajpecy oTmpaBuTeis. CylnHOCTh 3aKII0YAETCs B
nepeaayue CIIy)KeOHBIX COOOIIEHUN OT MMEHHM CETEBBIX YMPABJISIONINX YCTPOMCTB
(HanpuMep, OT UMEHH MapUIpyTU3aTOPOB) 00 M3MEHEHHH MapIIpyTHO-aIPECHBIX
JTAHHBIX.

B pesynbrare peanuzaunuy yrposbl HapylIMTedb MOJy4aeT MpaBa AOCTyHa K
texanyeckomy cpeactry UCII/In - uenu yrpos.



BeposiTHOCTB peanu3aiuu yrpo3bl - MaJOBEpOSITHA.
Bueodpenue noxcnoco obvexkma cemu

Ota yrpo3a OCHOBaHA Ha HCIOJb30BAaHUU HEJOCTATKOB AJITOPUTMOB yAAJIEHHOTO
noucka. B cimydae ecnu OOBEKTHI CEeTH HM3HAYaJbHO HE HUMEIOT aIpecHOM
uHbOpMaIMU IPYT O APYyTe, UCIOIB3YIOTCS Pa3IUYHbIC MPOTOKOJBI YJAJICHHOTO
noucka (Hanpumep, SAP B cersix Novell NetWare; ARP, DNS, WINS B ceTsix co
crekoM npotokosioB TCP/IP), 3akrovaromuecs B epeaayde mo CeTH CIeUaIbHbIX
3aMpOCOB W TMOJYYEHHUU HA HUX OTBETOB ¢ MCKOMOW umHdopmaiuei. [Ipu stom
CYILIECTBYET BO3MOYKHOCTh II€pexBaTa HapyUIMTEJIeM IOUCKOBOTO 3arpoca H
BbIJJaUd Ha HEro JIO)KHOTO OTBETa, HCIOJIb30BAaHUE KOTOPOTO MPHUBEACT K
TpeOyeMOMy HM3MEHEHHIO MapUIpyTHO-aJApPECHBIX JaHHbIX. B nanpHeiilieM Bech
NOTOK MH(OPMAILIUU, aCCOLIMUPOBAHHBIN C O0OBEKTOM-KEPTBOU, OYJET MPOXOAUTH
yepes JOKHBIA 00BEKT CETH.

BeposiTHOCTB peanu3aiu yrpo3bl - MaJIOBEPOSITHA.

Yeposvr muna "Omxas 6 oocnyscusanuu”

OTH yrpo3bl OCHOBAHBI HA HEJOCTATKaX CETEBOr0 MPOrPAMMHOIO OOECeUeHHUs,
€ro yA3BUMOCTSX, ITO3BOJSIIOIIMX HAPYIIUTENI0 CO3[aBaTh YCIOBUS, KOTJa
OlepallMOHHAasl CHCTeMa OKa3bIBAa€TCs HE B COCTOSHUM 00OpadaThIBaTh
MOCTYIAIOIIHNE MMAKETHI.

MoryT ObITh BBIJEIEHBI HECKOJIBKO PAa3HOBUAHOCTENU TAKUX YTPO3:

- CKpBITBI OTKa3 B 0OCIy>KMBaHWH, BBI3BAHHBIN NPUBJICYEHUEM YaCTH PECYpPCOB
HUCTI[lH Ha 00pabOTKy TAaKETOB, TMEpeJaBaeMbIX 3JIOYMBIIUICHHUKOM CO
CHIDKEHHUEM TPOIMYCKHOM CIOCOOHOCTH KAaHAJOB CBSI3U, IMPOU3BOJIUTEIBHOCTH
CETEBBIX YCTPOWCTB, HApYIIEHHEM TpeOOBaHUN K BpPEMEHH 0OpaOOTKH 3ampOCOB.
[Tpumepamu peanuszanu yrpo3 moJo0OHOTO pojia MOTYT CIIYXHUTbh: HallpaBICHHBIH
mTopM 3x0-3ampocoB 1o nporokony ICMP (Ping flooding), mropm 3ampocoB Ha
yctaHoBienne TCP-coegunenuit (SYN-flooding), mropm 3ampocoB k FTP
CCpBEPY;

- SBHBIM OTKa3 B OOCIy>KMBaHWM, BbI3BaHHBIM ucuepnanueMm pecypcoB UCIIn
npu o0pabOTKe MaKeTOB, MEPENABAEMBIX 3JIOYMBILUICHHUKOM (3aHATHE BCEH
MOJIOCHI TPOMYCKaHUSl KAHAJIOB CBS3U, MEPENOIHEHUE Ouepenei 3ampocoB Ha
oOCITy’KMBaHHUE), TPU KOTOPOM JIETaJIbHbIE 3alPOChl HE MOTYT OBITh MEpeaHbl
yepe3 CeTh MU3-3a HEJOCTYMHOCTH CpeIbl Nepenayd, JUO0O MOJIy4aroT OTKa3 B
OOCITy’KMBaHMUM BBHJly TMEPENOJHEHUS OYepelell  3ampocoB,  JHUCKOBOTO
IPOCTPAHCTBA MaMsIATH U T.1. [Ipumepamu yrpo3 AaHHOTO THIA MOTYT CIIyXKHTh
mTopM mupokoBemnarenbHpix  [CMP-3x0-3ampocoB  (Smurf), HampaBieHHBIN
mropM (SYN-flooding), mropm coobiienuii moutroBoMy ceppepy (Spam);

- IBHBIN OTKa3 B 00CITyKMBAaHUH, BbI3BAHHBIN HAPYIIEHUEM JIOTHUECKON CBS3HOCTH
Mexay TexHuueckum cpeactBamu  WCII[IH mnpu mnepenade HapyumuTeaeMm
YOPABJISIIOUIMX COOOUIEHUH OT HMMEHU CETEBBIX YCTPOWMCTB, MPUBOAAIIMX K
U3MEHEHUIO0 MapIIpyTHO-aJpecHbIX NaHHbIX (Hanpumep, ICMP Redirect Host,
DNS-flooding) nnu naeHTUGUKAITMOHHON U ayTeHTU()UKAIIMOHHOW UH(pOpMAITUH;
- SIBHBIA OTKa3 B OOCIYy’KMBaHWHU, BBI3BAHHBIN Iepefadyei 370yMBIIUIEHHUKOM



MaKeTOB C HecTaHAapTHhIMU artpulOytamu (yrpossl Tuma "Land", "TearDrop",
"Bonk"”, "Nuke", "UDP-bomb") wim wuWMEHOIHMX JJIMHY, IPEBHIIIAIONIYIO
MaKCUMaJbHO JOMyCTUMBbIN pasmep (yrpo3a tuma "Ping Death"), yto moxer
MIPUBECTU K COOIO CETEBBIX YCTPOMCTB, YIACTBYIOIIMX B 00pabOTKE 3ampoCOB, MPH
YCJIOBHHM HAJIMYHUS OMMOOK B MPOrpaMmax, Pean3yroNIuX MPOTOKOJBI CETEBOTO
oOMeHa.

PesynbTaToM peanu3alud  JaHHOM  yIrpo3bl MOXET CTaThb HapylUIEHUE
paboTOCIIOCOOHOCTH COOTBETCTBYIOIIEH CITy»KOBI MPENOCTaBICHUS YAAJICHHOTO
noctyna k I[IJln B MCII[H, mepemadya ¢ OAHOTO ajapeca TaKOro KOJMYECTBA
3alpoOCOB HA MOJKIIOYEHHWE K TeXHHYeckoMy cpenctBy B coctaBe HWCII/IH,
KOTOpPO€ MaKCHUMaJIbHO MOXET "BMeCTUThH" Tpaduk (HampaBieHHBIH 'TITOPM
3armpocoB"), 4TO BIEYET 3a COOO0I MEePENOoHEHHE 0YEPEeIn 3aPOCOB U OTKA3 OJIHOM
U3 ceTeBbIX Ciyx0 wunu monHas octaHoBka HWCII[H wu3-3a HEBO3MOXHOCTH
CHUCTEMBbI 3aHUMAThCSI HUYEM JPYTUM, KpOME 00paOOTKHU 3alPOCOB.

BeposTHoCTh peasin3aliuu yrpo3bl - MAJIOBEPOSTHA.

Yeposwl yoanennoeo 3anycka npunoscenul

VYrposa 3akmodaercs B cTpemieHuM 3anyctuTh Ha xocre MCIIIH pasnuuHbie
MpEeABAPUTEILHO BHEJIPEHHBIC BPEJOHOCHBIE MPOTPAMMBI: MPOrPAMMBI-3aKIaIKH,
BUPYCHI, ''CE€TE€BBIE IIMUOHBI', OCHOBHAs IEJb KOTOPHIX - HApyLICHHUE
KOH(PUIECHIUAIBHOCTH, IIEJIOCTHOCTH, JOCTYMHOCTH WH(MOpPMAlMM ¢ TOJIHBIN
KOHTpOJIb 3a paboToil xocta. Kpome TOro, BO3MOXXE€H HECAHKIIMOHHWPOBAHHBIN
3alyCK NPHUKIAOHBIX MPOTpaMM IOJb30BATENEN I HECAHKIIMOHUPOBAHHOIO
MOJIyYCHHUS] HEOOXOJMMBIX HApYIIWTETI0 JAaHHBIX, JIS 3alycka yIpaBIISIEeMbIX
IIPUKJIAJHOM IIPOrpaMMON HPOLIECCOB U JIp.

BriiensdroT Tpu nojakiacca JaHHBIX yrpo3:
- pacpocTpaHeHue (GaiioB, ColepKAIIMX HECAHKIIMOHUPOBAHHBIN HCIIOTHIEMBIH
KOJI;
- yJaJEHHBIN 3alyCK MNPUIIOKEHUS MyTeM IMepenojHeHus: Oydepa MpUIoKEHUN

CEPBEPOB;
- yAQJCHHBIA 3alyCK MPWIOKEHUS NYTEM HCIOJIb30BAHUS BO3MOKHOCTEN
YAAJIEHHOTO YIIPaBJICHUS CHUCTEMOM, MPEI0CTABIISIEMBIX CKPBITBIMU

MPOTpaMMHBIMHU U anmnapaTHBIMU 3aKJIaJKaMu, JTU0O HCIOJIb3YEeMbIMH IITATHBIMU
CpPEICTBAMH.

TumnoBble yrpo3bl MEPBOrO M3 YKa3aHHBIX MOJIKJIACCOB OCHOBBIBAIOTCS Ha
aKTUBH3AIMUA PACIPOCTPAHIEMBIX (HalJIOB MpU CIydyalHOM OOpaIIeHUH K HUM.
[Tpumepamu Takux (aiiJioB MOTYT CIY>KUTh: (ailyibl, ColepkKaIIue UCTIOTHIEMbIN
KOJl B BHUJ JOKYMEHTBI, COJEp>KAlll€ HCIIOIHSEMbIA KOJ B BHJE 3JIEMEHTOB
ActiveX, Java-amnmuieToB, MHTEPIPETUPYEMBIX CKPHUIITOB (HAampHUMEp, TEKCThI Ha
JavaScript); daiipl, coaep)kampe HUCIOJHSAEMBbICE KOABI mporpamm. Jlms
pacnpocTpaHeHus (pailyioB MOTYT HUCTOJB30BATHCS CIYKOBI AJIEKTPOHHOM IMOYTHI,
nepenayu ¢GaiisioB, cereBoi GpaniIoBO CUCTEMBI.

IIpn yrpo3ax BTOpPOro MOJKJIAcca HCHOJB3YIOTCS HEIOCTAaTKU MPOTrPaMM,
peau3yIoluX CEeTEeBble CEepBHUCHl (B YACTHOCTH, OTCYTCTBHE KOHTPOJIA 3a



nepenojiHeHueM Oydepa). HacTpolkoll CHUCTEMHBIX PErHCTPOB HHOTAA YIACTCs
MEPEKITIOYUTh TPOIECCOpP TOCTE TMPEPHIBAHMS, BBI3BAHHOTO TIEPETIOTHEHUEM
Oydepa, Ha UCTIOIHEHHWE KOJA, COAEpIKAIIEeTocs 3a rpanurieii o0ydepa. [Ipumepom
peanu3anid TAaKOW YTPO3bl MOXKET CIY)XHTh BHEIPEHUE IIMPOKO H3BECTHOTO
"Bupyca Moppuca".

[Ipu yrpo3ax TpeThero MoaKIacca HAPYUIUTENh HCHOIB3YET BO3MOMKHOCTH
YAQJIICHHOTO YIIPABJICHUS CUCTEMOM, PEIOCTABISEMbIC CKPBITHIMA KOMITOHEHTAMU
(manpumep, "TpostHckuMH" mporpammamu Ttuna Back. Orifice, Net Bus), nu6o
MITAaTHBIMA CPEJICTBAMM YTIPABICHUS W aJIMHUHUCTPUPOBAHUS KOMIIBIOTEPHBIX
cereil (Landesk Management Suite, Managewise, Back Orifice u T.1.). B
pe3yibpTaTe MX HCIOJb30BaHUSl YJAeTCs JOOUTHCA YMAJEHHOTO KOHTPOJS Hal
CTaHLIMEH B CETH.

B opraHuzamuu npuMeHsieTCs TMOJUTHUKA OTPAHUYCHHOTO MCIOJIb30BAHMUS
nporpaMmM, yaan€éHHOEe YIpaBJICHUE 3alPEeIeHO, BEPOSTHOCTh PEaTH3aliy yTPO3bl
- MaJIOBEpOsITHA.

Yrpo3bl BHEAPEHUsI 10 CEeTH BPeIOHOCHBIX NMPorpamMm

K BpemoHOCHBIM mporpamMmam, BHEIPSEMBIM IO CETH, OTHOCSTCS BHUPYCHI,
KOTOpPBIE JII CBOETO PACTIPOCTPAHCHHS] AKTHUBHO HWCIIOIB3YIOT IPOTOKOIBI H
BO3MOYKHOCTH JIOKQIBHBIX W TJI00aTbHBIX ceTell. OCHOBHBIM MPUHIIUIIOM PaOOTHI
CETEBOTO BUpPYCa SBISIETCS BO3MOYKHOCTH CAMOCTOSITEIIBHO TIEpeIaTh CBOM KOJ Ha
yAAJICHHBIN cepBep Wi pabouyto ctaHimio. "[lomHoiieHHBIE" CETEBBIE BUPYCHI
pU 3TOM 00JIAAIOT elle M BO3MOXKHOCTHIO 3aIyCTUTh HA BBITIOJIHEHUE CBOW KOJI
Ha yJaJE€HHOM KOMIBIOTEPE WM, IO KpalHel Mepe, "MOATOIKHYTh" MOJIb30BaTENs
K 3aIyCKY 3apakeHHOTro (paiina.

BpenonocueiMu mporpamMmmamu, oOecrieuuBarommmu - ocyiectsienue HC/,
MOTYT OBITh:

- MPOTPaMMBI TIOJTI00pA 1 BCKPBITHUS TTAPOJICH;

- MPOTPaMMBI, PEATTU3YIONINE YTPO3bI,

-POTPaMMBI,  JEMOHCTPUPYIOIINE  HWCIOJB30BAaHUE  HEICKIAPUPOBAHHBIX
BO3MOYKHOCTEH TMPOTPAaMMHOTO W  TIPOTPAMMHO-AIMIIApaTHOTO  o0OecreueHus
NCTIH;

- MPOTPaMMBI-TEHEPATOPhI KOMITBIOTEPHBIX BHPYCOB;

- TIPOTPaMMBI, IEMOHCTPHUPYIONTUE YSA3BUMOCTH CPEJCTB 3alUThl HHPOPMAIIUHA H
1p. BeposTHOCTE peanu3anuu yrpo3bl - MaJIOBEPOSITHA.






